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ACORDO ENTRE O GOVERNO DA REPUBLICA FEDERATIVA DO BRASIL E O
GOVERNO DA FEDERACAO DA RUSSIA SOBRE PROTECAO
MUTUA DE INFORMACOES CLASSIFICADAS

O Governo da Repiblica Federativa do Brasil

€

o Governo da Federagao da Russia
(doravante denominados “Partes™),

Reconhecendo o interesse mituo em garantir a protecdo das informagdes classificadas
trocadas no dmbito da cooperagio politica, écnico-militar, econdmica e putras, de conformidade com
as regpectivas legislagdes da Repiiblica Federativa do Brasil ¢ da Federagao da Rissia,

Acordam o que se segue:

Artigo 1
Definigdes

Para os fins do presente Acorda:

a) “informacgdo classificada” significa qualquer dado, independentemente de sua
forma, protegido em conformidade com as respectivas legislagdes da Repiiblica
Federativa do Brasil ¢ da Federacdo da Russia, transmitido ou recebido na forma
estabelecida pelo presente Acordo, cujo acesso ou divulgagdo ndo autorizados
pode causar dano 4 seguranga ou aos interesses da Republica Federativa do Brasil
ou da Federagio da Rissiz;

b} “ meios de armazenamenia de informagdes classificadas” significam os objetos
materiais, inclusive meios fisicos nos quais as informagdes classificadas sdo
expressas na forma de simbolog, imagens, sinats, solugdes téonicas e processos;

¢) “marcagdo de classificagio™ significa a marcagio, coplocada no propric meio de
armazenamento oy na documentacio que o acompanha, identificadora do grau

de sigilo dos dados contidos nesse meio de armazenamenio,

d) “credencial dc sepyranya” significa a autorizagdo para acesso a informagdes
classificadas concedida a individuos ou organizagies,



e) “organizagdes credenciadas” significam os Orgdos governamentais ou outras
organizagdes credenciados pelas Partes para transmitir, receber, guardar, proteger e
utilizar as informagdes classificadas;

f) “contrato” significa o acordo concluido entre organizagdes credenciadas, o qual
prevé a transmissao de informagdes classificadas no decorrer da cooperagao;

g) “Parte transmissora” significa a Parte que transmite as informacoes classificadas a
outra Parte;

h) “Parte receptora” significa a Parte 4 qual sio transmitidas as informagdes
classificadas.

- Artigo 2
Orgdos Competentes

i Os orgdos compelentes, responsaveis pela implementagao do presente Acordo
(doravante denominados “orgdos competentes’™) sdo os seguintes:

a) na Republica Federativa dc Brasil, o Gabinete de Seguranca Institucional da
Presidéncia da Republica;

b) na Federagdo da Rissia. ¢ Servigo Federal de Seguranca da Federagéo da
Russia.

2 As Partes deverdo notificar de imediato a outra Parte, por via diplomatica, sobre
quaisquer alteragdes de seus Orgios competentes.
Artigo 3

Equivaléncia dos Graus de Sigilo

As Partes concordam que os seguintes graus de sigilo sdo equivalentes da seguinte

forma:

Na Repiblica Federativa do Brasii Na Federagio da Russia

SECRETO (Secret) CopepmeHto cekpeTHo ( Top Secret)
CONFIDENCIAL (Confidential) Cexperno (Secret)

Artigo 4
Protecdo das Informagdes Classificadas

< Partes. em conformidade com as respectivas legislagdes da Republica Federativa
P E

o Brasit e da Federacio da Rissia. deverin,

a) assepurar a profecio das informagoes classiticadas:



b) aplicar, com relagdo as informagdes classificadas, as mesmas medidas de protegéo
previstas relativamente &s proprias informages classificadas, de grau de sigilo
equivalente, em conformidade com o Artigo 3 do presente Acordo;

¢) utilizar as informagdes classificadas recebidas da organizagio credenciada da outra
Parte exclusivamente para os fins previstos na sua transmisséo;

d) ndo permitir a uma terceira parte o acesso as informagdes classificadas, sem
prévia concordincia por esctito da Parte transmissora.

2. 0 acesso as informacdes classificadas devera ser permitido apenas as pessoas cujo
conhecimento das mencionadas informacdes seja necessario para o cumprimento das obrigagdes
funcionais e para os fins previstos em sua transmissdo, possuidoras de apropriada credencial de
seguranga. N

Artigo 5
Transmissdo das Informagdes Classificadas

Iz Caso uma organizagdo credenciada de uma Parte tencione transmitir informagades
clagsificadas a uma organizagdo credenciada da outra Parte, ela deverd solicitar previamente a
autoridade competente de sua Parte uma confirmagio por escrito de que a organizagao credenciada
da outra Parte possui a correspondente credencial de seguranga para acesso a informagdes
classificadas.

=

= A amtoridade competente da Parte devera solicitar & autoridade competente da outra
Parte uma confirmagiio por escrito da existincia de credencial de seguranga apropriada pela
organizacao daquela Parte.

L4 Em cada caso especifico, 2 decisfio de transmitir informagdes classificadas devera

ser tomada em conformidade com a respectiva legislagio da Repiblica Federativa do Brasil ou da
Federago da Russia.

4. (s meios de armazenamento de informacdes classificadas deverio ser transmutidos
nor via diplomatica ou por outros métodos acordados entre as Partes. A organizagao credenciada
da Parte receptora devera confirmar o recebimento das mformacoes classificadas.

5 Com a finalidade de transmitir meilos de armazenamento de informagdes

classificadas de grande volume, as autoridades competentes deverdo acordar sobre o método e a
rota de transporte, bem como sobre a forma de escolta.

6 As informagdes classificades poderdo ser transmitidas por meios técnicos protegidos,
mediante entendimento entre as auroridades competentes das Partes.
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Artigo 6
Tratamento das Informagées Classificadas

1. Ao receber os meios de armazenamento de informagdes classificadas, a
organizagdo credenciada responsavel por sua recepgéio devera, complementarmente, promover
a marcagiio de classificagio correspondente: ao grau de sigilo equivalente, conforme definido
no Artigo 3 do presente Acordo.

7 A obrigacdo de marcagdo de classificagio devera ser aplicada nos meios de
armazenamento de informagdes classificadas obtidas como resultado de tradugdo, copia ou

reprodugdo.

L As informagdes classificadas geradas com base em informagdes classificadas
recebidas da outra Parte deverdo possuir grad de sigilo ndo inferior ao grau de sigilo das
informagdes classificadas recebidas.

4. As informagdes classificadas deverdo ser submetidas a tratamento em
conformidade com as exigéncias previstas nas respectivas legislagdes da Republica Federativa do
Hrasil e da Federacdo da Riissia.

5 Os meios de armazenamento de informacdes classificadas deverdo ser
devolvidos ou destruidos mediante autorizagdo por escrito da organizagdo credenciada da
Parte transmissora.

b. A destruicdo dos meios de armazenamento de informagdes classificadas devera
ser documentada, sendo que o processo de destruigiio deverd excluir qualquer possibilidade de
reprodugio ou restauragdo das informagdes.

7. A organizagio credenciada da Parte transmissora devera ser informada, por
escrito, sobre a devolugdo ou a destruigiio dos meios de armazenamento de infortnagdes
classificadas.

B. A marcacdo de classificacdo dos meios de armazenamento de informacgdes
classificadas recebidos somente podera ser alterada pela organizagdo credenciada da Parte
receplora apos autorizagdo por escrito da organizacio credenciada da Parte transmissora.

g, A organizagio credenciada da Parte transmissora deverd notificar a organizacio
credenciada da Parte receptora, por cscritc, sobre quaisquer alteragdes do grau de sigilo das
informacdes classificadas.

Artigo 7
Contratos

()5 contratos firmados entre as organizagdes credenciadas deverdo conter uma secio
especifica com os seguintes itens:

a) relagio das informagdes classificadas e seu grau de siglo;




b) particularidades sobre prole¢io e tratamento dos meios de armazenamento de
informagoes classificadas;

¢) procedimentos de resolugio de controvérsias sobre o tratamento das informagies
classificadas, eventualmente surgidas no decorrer da implementagao do contrato;

d) procedimento de reparaciio de possivel dano resultante da divulgagio ndo autorizada
das informagdes classificacas.

Artigo 8
Visitas

3 Visitas de representantes de organizagio credenciada de uma Parte, com previsdo de
sen acesso a informagdes classificadas deveriio ser sujeitas a prfma autonizagdo por escrito, concedida
pela autoridade competente da outra Parte apos consultar a organizacio a ser visitada. A autorizacdo
para tal visita deverd ser concedida apenas as pessoas mencionadas no paragrato 2 do Artigo 4 do
presente Acordo.

2 0 requerimento sobre a p{'l’?..‘ilhlhdﬂdﬂ de realizagao da visita devera ser submetido pela
antoridade competente da Parte visitante & autoridade competente da Parte anfitrid no minimo trinta

(30) dias antes da data da visita pretendida.

3 A autoridade competente da Parte anfitnd devera notificar a autoridade competente da
Parte visitante sobre o0s tesultados do processo de consulta, no minimo dez (10) dias antes da visita
pretendida.

4, () requerimento para a visita pretendida deverd ser formalizado em conformidade com

as respectivas legislagies da Republica Federativa do Brasil e da Federagdo da Rissia e devera conter
os seguintes dados:

a) nome completo da pessoa wisitante, data ¢ local de nascimento, nacionalidade,
mimero do passaporte, ocupagdo ou fungdo. local de wabalho € seu grau de
credencial de sepuranga;

b} periodos previstos para a visita. razao social e enderego da organizagio credenciada
a ser visitada, bem come nome completo e fungdo da pessoa a ser visitada;

¢} objetivo ¢ fundamentos da visita assim como natureza das questdes a serem
discutidas.

A Durante a visita. o5 representantes da organizagde credenciada da Parte visitante
deverio atender as regras relativas ao tratamento das informagdes classificadas da Parte anfitna

T



Artigo 9

Violagdo das Exigéncias Relativas i Prote¢io das Informagdes Classificadas
I Qualquer violagio das exigéncias relativas a proteciio das informacdes classificadas
'ue tenha resultado ou possa resultar no acesso ou na divulgagio ndo autorizada de informagées
classificadas, identificada por uma organizagio credenciada ou pela autoridade competente de
uma das Partes, devera ser imediatamente notificada 4 autoridade competente da outra Parte.
2. A autoridade competente da Parte que notificou a violagdo devera realizar a
investigacdio do incidente e informar a autoridade competente da outra Parte sobre os resultados
de tal investigacdo e sobre as devidas medidas corretivas adotadas.
3 Os procedimentos de reparagdo do dano ocasionado pela violagdo das exigéncias
relativas A protego das informagdes classificadas deverdo ser definidos em cada caso concreto, por
acordo entre as organizagdes credenciadas e, quando necessdrio, com a participacio das autoridades
competentes das Partes.

Artigo 10
Despesas

Cada Parte assumird as proprias despesas relacionadas a implementagio do
oresente Acordo.

A I'ﬁgﬂ 11
Consultas

As autoridades competentes, para os fins de implementagdo do presente Acordo,
reafizardo consultas a pedido de uma delas.

Artigo 12
Relagio com Outros Acordos

Os dispositivos relativos 4 protecdo das informagdes classificadas contidos em
outros acordos e entendimentos firmados zntre as Partes, bem como entre as auwtoridades
competentes e organizagdes credenciadas das Partes, continuario em vigor, desde que ndo
contradigam os dispositivos do presente Acordo.

Artigo 13
Solugdo de Controversias

Quaisquet controvérsias relativas a interpretagdo e a aplica¢do dos dispositivos
Jo presents Acordo que possam ocorrer. entre as Partes deverdo ser resolvidas por meio de
segociagies e de consultas entre as autoridades competentes ¢. guando necessario, por via
diplomatica.

. Durante a resolugdo das controvérsias, as Partes continuardo a cumprir todas
suas ohrigacdes previstas no presente Acordo,




Artigo 14
Emendas

O presente Acordo podera ser objeto de emendas por consentimento mituo
expresao por escrito entre as Partes.

Artigo 15
Disposi¢des Finais

1. (O presente Acordo entrard em vigor trinta (30) dias apds a data de recebimento, por
via diplomatica, da ultima notificagZo escrita sobre o cumprimento, pelas Partes, dos respectivos
procedimentos internos necessarios para sua entrada em vigor.

x () presente Acordo terd vigéncia por prazo indeterminado.

L Qualquer das Partes podera denunciar o presente Acordo, por meio do envio 4 outra
Parte, por via diplomatica, de notificagic escrita sobre sua intenciio de denuncid-lo. Nesse caso, a
vigéncia do presente Acordo cessard ao fim de seis (6) meses contados a partir da data de
recepimento de tal notificagao.

4. No caso de dentincia do presente Acordo, continuardo a ser aplicadas com relacio
as informagdes classificadas as medidas para sua protegdo previstas no presente Acordo, até que
essas informacdes sejam desclassificadas de acordo com a forma estabelecida.

s ;
Feito em 'JQ‘“”“: Y3 EE de ¢ Ceros o de 2008, em dois exemplares
originais. em portugues, russo e ingiés, sendo todos o8 textos igualmente auténticos. Em caso de divergéncia
na interpretacdo do presente Acordo, prevalecerd o texto em ingles.

PELO GOVERNO DA REPUBLICA PELO GOVERNO DA FEDERACAO
FEDERATIVA DO BRASIL DA RUSSIA




COTJIAINEHHE
mesty Iipasnrensereom Degeparusoii Pecnybamin Bpaswran
u [IpasnaTenscreom Poccaiickoii @enepanum
o B3aHMHO 3aIATE cekpeTHOil HEopManun

ITpasutensctBo  PexeparHBEOH " PecuyGnuxu bpazumaum ¥ IIpaBATenscTso
Poccuiicko#t dezeparuy, B falsHermeM wveryembie CTOpOHaMH,

IIpH3HABasl B3ANMHBIC HHTEPECH B ofecrencHmH 3amuTEl ceKpeTHOoM nrdopManuy,
oBven KoTOpoil OCYMIECTBISETCS B PaMKaX TONHTHHECKOTO, BOEHHO-TEXHHYECKOIO,
SKOHOMHAUECKOTO H HHOTO COpr,?IHH‘IGCTBa, B COOTBETCTBHH ¢ 38KOHOAATEIHCTROM
Depeparuenoil PecmySmuku Bpaswmau 1 Pocendtcxoit Megeparu,

COTIACHIIUCE O HIDKECTIENYIOIIEM:

Cratba 1
Crrpegenieting

TloHATHS, HCIIOMB3YEMEIE B Hactodmem COTNaieH Ny, 03Ha4ai0T Cleayrolee:

a) «ceKpeTHas HHQOPMAIMA» - CREICHWA, BLIDAKCHHEIC B moboit  dopme,
JAIAaeMBle B COOTBETCTBHE C 3aKOHOpATenbCTBOM (DelepaTHBHOR Pecrrybmuxn
Bpasummu u Poccmiickoi Defepanuy, NepeRaHHEIE HIM IONYHCHHBIE B IOPAJKE,
YCTAHOBNICHHOM ~ HacTOSImEM  CornalieHueM, HECAHKIIHOHMPOBAHHEIH JIOCTYIl HiH
pacHpoCTpAHCHHE KOTOPBIX MOXKET HABCCTH yiliepG ©Oe30mMacHOCTH WM - HHTEpecaM
DeneparurHoi PecnmyOmuKn Bpasunem wm Poccuiickoit Penepatmy;

b) «HOCHTENH CeKPETHOH HH(pOPMALIMI) ~ MATEPHATbHBIE ODBEKTEL, B TOM dUCe
(u3uIecKHe NoMs, B KOTOPEIX CeKpeTHaA uHbopManHs HAXOHAT CBOE oTOBpaKeHHe B BULE
CHMRBOJIOB, 00pa30B, CUTHATIOR, TeXHUIECKUX PelIEHHE B MPOHSccoB;

C) «rpu( CEKPETHOCTH» - PEKBH3MT, IIPOCTABMSEMBL] Ha CAMOM HOCHTENE #IH B
CONMpOBOAMTENBHOR JOKYMEHTAIlHE K HEMY, CBHACTNLCTRYIOMNE O CTENEHH CEKPETHOCTH
CRENEHHMH, COISPIKALIMXCA B HX HOCHTENE,

d) «pomyex x cekpeTHol HHPOPMAITE) - IPOLeypa ooOpMICHUA NPaBa Ha JOCTYH K
cexpeTHOl MHOOPMAIIM (e HICCKIX ST 1A OpraHI3alH;

€) «YIIOSIHOMOYEHHBIC  OPraffM3allyiy - OpraHbl TOCYyRapCTBeHHOM BIAaCcTH WM
Oprafy3aliy, YIOIHOMOHCHHEIC CTopoHaMM 1€PENABATH, NOTyJath, XPaHHTh, JAIIMINATE 1
HCIOMB30BATH CEKPETHYIO HHBOPMALTO;

f) «KOHTPAKT - COTTIAUICHHE, 3ATHOTAMOE MEKTY YIIO/HOMOYECHHEIMH OpraHu3aAMY,
TIpexyCMaTpHBAIOIICE [IepPEaty CeKpeTHON HEopMAIHK B XOe COTPYNHIISCTRA;

g) «nepenatomas Croposa» - C'ropoHa, KoTopad TIepeaeT CeKpeTHYIC MHPOPMALIO
npyro#t CropoHe;

h) «rromyuaromas Croponay - CTopoHa, KOTOpOi II€penastes seKpeTHas HHGOpMAala.
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Crares 2
KovsieTed THbIE OPTAHDI

1. KoMieTeSTHEIMY OpraHaMy, OTBETCTBCHHBIMHM 38 PEATM3ALMIO HACTOAMIETO
Cornammesys (Aaiee - KOMICTEHTHBIE OPTaHbl), SBIAIOTCA:

» Denepatvpuoit Pecrybmike Bpasmmmu - Kabuser mmcTuTylEoRATHON Ge30MACHOCTA
npu Tpesunerne Geneparimroi Pecrybmxu bLpaswmim. '

8 Poccuitciolt ®@enepamun - depepamsHas crnyxba Oesomacnoctn Poccmickod

Denepaan; A
2. CTOpOHE! He3aMeNUTEIBHO YBENOMIAIOT NPYr APYTa HO JHATLIOMATHYECKEM
KaHaTM 00 HIMEHeHIM CBOMX. KOMITCTEHTHBIX OPraHoB.

Cratha 3
ConocraBuMocTh cTeneHel CeKpeTHOCTH

CropoHEI COTTAWAIOTCA, UTO CHEAYIOIINE CICTHCHH CEKPETHOCTH COHOCTABIAIOTCK
cnemyrormaM ofpasom:

8 Depeparapoil Pecrrybimke bpasumay 5 Poceutickoit Genepanun

SECRETO CoBepmEHHO CEXPETHO
(Secret) (Top Secret)
CONFIDENCIAL CexpeTro
(Confidential) (Secret)
Crarea 4

JamuTa cexperioii nudopManaEn

], CtopoHsl B COOTBEICTBMH ¢ 2aKOHOMATENLCTBOM (DeneparnmHOM PectryGmmm
Bpaspmm 1 Poccuttckolt Defeparvm o0s3yroTCs:

a) OBecTiexHBATS 38LATY CeKpeTHOH MHOpMAITH;

b) IpEMEHSTE B OTHOWEHMHM CEeKPETHON yabOpMariK TAKHE Ke MEpPhI SallTH,
KOTOphIe TIPSHYCMOTPEHRI B OTHOMIEHMM COOCTBEHHOK CeKpeTHOM MHOOpMALM €O CTEMEHSIO
CEKPETHOCTH, conocTasigemoli B COOTRETCTRIM €O cTaThel 3 HacTosmero CornatieHus;

¢) MOMB30BATECA CEKPETHOH aadopManuet, MONYIEHHOM OT YIIONHOMOYCHHOH
oprasmamuy Apyroif CTOpOHEL, HCKTOUMTETEHO B NPENyCMOTPEHHEEX DPH €€ Hepeaase
HEMX;

d)He mpeaocTaBILITE TpeTREH CTOpOHE [OCTYIL K CeKpETHOH undopmariy  Ge3
JPRIBAPETENHHOTO TIMCEMEHHOTO COTTacks nepenasiveii ee CTOpoHsL

2. Hocryi X cexperHoll HEGOPMAIliy pasperiaeTes TOMBKO JHIAM, KOTODBIM 3HAHHS
yoif  smgopMary HeobBXopMO U1, BBIIONHEHMA cnykebHRIX  OOm3amHOCTEH B LEMSX,
1IPEAYCMOTPEHHEIX YIPH €€ Iepefiave, MMErOIM COOTBETCTBYIOMIEBH XOMYCK K CEKPETHOH
uirdyopManm. .
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Crates 5
Hepenaua céxpersodi madopmanum

1. Ecnm  ymosmoMOYeHHas oprammaimms ofHoi CropoHnl HaMepeHa XIepenars
CEKPETHYI0  MHGOPMAIMIO  YUO/HOMOYCHHOH  oprammsaid  npyroft  Cropomsl, owa
IpenBapuTeSbHO lalpaliBacT y KOMMETeHTHoro oprasa cBoedt CTOpOWBI NHCHMEHHOES
NOATEEPKACHNMEe Hamuuusd V  YHOTHOMONEHHOM  opraHusalpy  jgpyro  Cropomst
COGTBETCIBYIOMIETO ACHYCKA K CEKPETHOH HH(POpMAIIHH.

2. KommererTrsii opray opsoi CTOPOHRBI 3aIPpaluBaeT ¥ KOMISTEHRTHOTO OPraka
npyroit CTOpoHs! MECEMEHHOS IIOATREKACHIE HAHYMA Y OpraHusaimy Apyroit CTopoHs!
COOTBETCTBYIOIETO JQIYCKa K CeKpeTHOH MH(OpMAIlH.

3. Pemienue 0 mepeliade cexperHoM JH(QOPMAM TIPHHUMACTICE B KAKIOM OTASTHHOM
ciydae B COOTBETCTIBHHE C 3axoHofarensctsoM Denepatusno# PecnyGmuxu bpaswaum mm
Poceniickoi Mdenepaunu.

4. Hepenayua HocATeNEH cexpeTHON HEPOPMAITIAN OCYIECTRIAETCS O THILIOMATHYECKIM
KaHANAM M IPyTHMH cnocobam, COTTIACOBAHHAIMA MEXTY CroposaMmy,
VnongomoueHras  Opraumsanus -momydatomeli CTOpOHBI IOATBEPKAAET HONYUEHHE
ceKkperroit uHpopMATIHY. ‘ -

5 Jlna mepemaun Hocmtenel cexpersolf uHGpopMaAliE 3HAYMTENBHOIO ofneMs
XOMITETERTHBIE OPTaHBl HOTOBAPMBAIOTCA O Crocofe H MaprupyTe TPaHCHOPTHPOBKH, & TaKxe
(hopMe CORPOBOKICHMI.

6. CexperHaa mndopMarust MokeT OBITH NEPENaHa C HCIOMB30BAHMEM 3ANMITICHHEX
TEXHUHECKHMX CPELICTR T10 COrNacOBAHMIO MEXTY KOMIIETEHTHEIMY Opratamy CTOPOH.

Crateu 6
Ofpamerme ¢ cexpernoii nropmatmeis

. ViomHOMOYEHHa] oOpradgu3aliud, OTBeTCTRCHHAA 33 UDONYHYEHME CeKpeTHOH
HHOOPMAIHAY, JOTIOJHHTENEHO NPOCTABINET Ha NOMYHEHHBIX HOCHTEHX P cexperHocTH,
COOTBETCTBYIOIMMI CTEMEHM CEKPeTHOCTH, COMOCTABIAEMOE B COOTBETCTBUM CO Crarhe# 3
gactosmero Cornanienms.

2. OBsmarenbHOCTS MPOCTARIEHIA [PHPOB CeKPETHOCTH PACTIPOCTPAHSETCA HA HOCHTENH
cexpeTHOM HWHQOPManmM, NOMyJerHOM B pe3yAbTATE IEpeROHa, KOIHDOBAHHA MM
THPAKHPOBAHUS.

3. Cexpernas wmdopmaims, oOpazopaBmasci Ha OCHOBE MOJIYMEHHOM oT xpyroi
CropoHs! CexpeTHOM MHQOpManuy, XOIDKHA HMETh CTEHEHb CEKPETHOCTH He HMDKe
CTeneRr CEKPETHOCTH TONYHeR o cexpeTHOH nrdopManan.

4, Obpawmenne ¢ cexpernol WHpOpManueHd oCYUIECTBASETCK B COOTBETCTBHH C
TpeBoBanaMy, NPEycMOTPEHHBIME 3aKOHOAareILcTOM Deneparreroil Pecrtybxy Bpasvmiu
u Poccuiickoit Deneparno.

5. Hocuren# cexpeTHoii WHOOPMANHM BO3BPAINAIOTSE MW YHHUTOKAIOTCA To
IECEMEHHOMY paspellle IO YIOMHOMOYEHHOH oprarm3aliiE nepenapmei ux CTOPOHEL

6. VEugrokenne BocureneH CEXpeTBON MHOOPMAUMM JOKYMERTHPYETCH, NpH 3TOM
NpOHece  VHMUTOXEHMS JODKeH, HCKIEOYATE BOSMOXKHOCTE €8  BOCHPOH3BEHCHWA §
BOCCTARHOBJIEHHUS. '
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7.0 BOZBpAlIEHWH WIM YHHYTOXCHMH HOCHTeNed CekpeTHod uHbOpManHy
yBeZIOMIAETCS B THCbMEHHOH (opMe YUOJIHOMOUCHHAA OPraHM3IalusAs Neperasiie# ux
Croponsl.

8. 'pud cexperHocTM TONYUEHHBX HOCHTeneH CeKpeTHOH —MH(OPMAIDM - MOXET
FMEHTHCA YIIOMHOMOUCHHON oprasmsaumel nomydatomelt CTOpOHS! TONBKO IO TECHMSHHOMY
paspeLieHIiO YIONHOMOYSHHOM Oprarn3alyy nepenasiiel ux CTopOHEL.

0. 00 W3MCHEHMM CTETICHW CeKperHocTH cexperhofi vHOOPMAINM  YIOMHOMOMCHHAR
opremzamis nepemasineii ee CroposH. B IMchMEHHON dopMe yBEIOMISET YIOTHOMOYECHHYIO
OpraHuzaIMEo Noysatommel Cropossl.

Lrarpa 7
KonTpakis)

B 3aKmodaeMbie YIONHOMOYEHHBIMM OpPTaHH3aliMsMHA  KOHTPAKTHI BIIIOHAETCH
OTHACIBHEIH Pas3fiel, COICPIKANIi:

a) IepedeHh CeKpeTHOM MHpOopMAITTY H CTEIICHH e CeKPETHOCTH;

b) 0coBeHHOCTH 3aTATH 1 00paIieHIA C HOCHTEIIME CEKPETHOH HHGOPMALEH;

C) IOPAZIOK pa3peiieHMs CIOPEBIX CHTYAIEH [0 Bonipocy ODpalmEHHsa ¢ CeKpeTHoH
ymhopMareli, BOHMKAOHTX B IPOLIECCE BRIOMHERMS KOHTPAKTS,

d)TOpANOK  BOIMEINEHHS  BOSMOXHOTO — yiigpfa ©OT  HECRHKIMOHWPOBAHHOMO
pacnpocTpaseBus cekpeTHOH HHpOPMALHH,

Crara 8
BmuThI

1. Buswuthl mnpencraBMTeNiell  YIIONHOMOUEHHOM opraHmsamp  Ofroll  CTOPOHH,
IpeHyCMATPHBAIONME KX  JIOCTYN K  CexpeTHOH MHGOpMaimd, OCYIECTBISIOTCS o
TIpENBAPHTETLHOMY THCEMEHHOMY PaspEICHHIO, TIOJYHEHHOMY OT KOMIIETEHTHOIO Opraua
Apyroi CTOPOHEL, IOCTe KOHCY/IETALMY ¢ IPHHMMEAIOIIEH oprappsalpel, Pasperiesre ya Taxoi
BIUT laeTCA TOABKO JIMIIaM, VKa3aHMBIM B IYHKTE 2 cTaThl 4 HacTosmero Cornamenns.

2. 3ampoc O BOMOMXHOCTHM OCYIIECTBICHMS BH3MTA HANPABIACTCH KOMIIETEHTHEM
opraroM HarparmsEoniei CTOPOME KOMIETESHTHOMY Oprasy npyHimMatoitel CTopows: He 10375
ueM 3a 30 aHeH o npemonaracMoit [aTel BU3HTA.

3. Kommerenranii oprad npuaaMaromed CTopoEb: uudopMUpyeT o pesylbTarax
COTMIACOBAHIS KOMIICTCHTHER! opran manpasmsuomiei Cropossr xax vemnMyM 3a 10 mselt jo

NPEANONATAeMON 1aTh BH3UTA.
4, 3anpoc O NPeNONAraeMOM BHAMTE NO/DKEH oQOpMISTBCA B COOTBETCIBHH ¢

wroHopaTenEcTRoM Memepanierof Pecryomam Bpaziwmn 1 Poccrtickol Peepatiny W BKIF0HAT
CHEYIOME CRENCHHS:

a) haMmuusg, MMs, OTHeCTBC, AaTa ¥ MECTO POXAEHWS, IPAKIRHCIBO, HOMEp
11aCOPTa, POT 3aHATHH HITH AOIKHOCTS, MECTO PAGOTHI NPUOHBAIOIETO IIHIlA M CTENCHD
ero omycka K ceKpeTHolt undopmaluy;

b) npennonaraemsle CPOKM BH3MTA, HAHNMEHOBAHWE W AIpeC YIOMHOMOYESHHON
Oprapu3aye, a TacoKe haMHINA ¥ J0DKHOCTE JIHNA, KOTOPEEe HAAHUPYETCS [I0CeTHTE,

C) DT ¥ OCHOBaHYE BU3KTA, & TAKKE XapakTep 00y IasMEIX BOIPOCOs.




5.Bo BpeMs BH3uTa NPENCTARHTENH  YHONHOMOYEHHOH  OpTamRA3aimuu
nanpapnomedl CTOpOHE! BEIIONHAIOT NOpaBiia o0pallleHns ¢ ceKpeTHo# HudOopMaliel
apurEMaroinei (Topodsy.

Crarbn 9
Hapymenue TpefoBaniil 10 3aMATE CEKPETHOM MHGopManmu

1. Komnerestasit opras ommodft CTopoHR! HE3aMEANHMTENbHO HIREMNALTCH 06
YCTaHOBJICHHOM YNONHOMOUCHHON OpraHu3aiimell WIM KOMICTCHTHEIM OpraHOM Ipyroi
Croponsl HapymeHnH TpeboBaHUi o 3amuTe ceKpeTHOH HRGOPMAIMK, KOTOPOE IPHREIT0
WML MOXET HPHBECTH K Ce HECAHKIMOHHNOBAHHOMY PACIPOCTPAHOHMIO HIH IOCTYIY K
HEH.

2. KoMueTeHTHEIH OpraH, H3BeCTUBIUMIA O HApYINCHHH, IIPOBOJAT paccIeloRague
¥ HE(OPMEPYET KOMIETeHTHHH opras Apyro#i CTOPOHE! 0 €Fo Pe3yNBTATAX H TIPHHSTEIX
Mepax,

3. Iopsmox  BO3MENIeHMs ymep0a, BOSHEKIGIO B Pe3YILTaTe HAPYLICHHS
TpeGopannii 1o 3ampTe CexpeTHol MHGOPMANMK, OTPENENAeTCs B KAXAOM KOHKPETHOM
oXy9ae 0O COITIACOBAHMIO MEXIy YMOMHOMOYCHHBLIMH OPTaHM3ANMAMHE € YUACTHEM B
ciryuae HeoOXOAHMOCTY KOMIIETERTHBIX Opraron CTopoH.

Craren 10
Pacxopnr

Kaknags CropoHa caMOCTOATENBHO HeceT DPACXOMLI B CBA3M C peamsanuei
wacToarnero Coramenns.

Cratmea 11
Koncyasramma

KOMIIETCHTHEIE OPratbl B HETsX PEATHIAlME HAcTOSmero COTNaeRMs IPOBOLAT
1o Ipocsfe oMHOro M3 HUX KOHCYALTANHH.

Craren 12
Orromerate K FPYIEM 16TOBOPEHHGCTAM

HonoxeHus, KacaioluMecy 3amuThl CEKpeTHONH HHbopMALNHE, coaepKALIHEcs B
ApYFHX  COTMAINEHHAX M HOrOBOpeHHOCTAX Mexay CropoHamm, a  Taoke MEKTY
KOMICTEHTHBIMA Oprasavyl ¥ yIIOMHOMOUCHEbIMY  OpraHu3aimsMi CTODOH, IPOAOIKAOT
HpPIMCHHT bCH, CCJIH OHE He NPOTHBOPEHAT NONOXKEHHIM HacTOAINETo COTJIE!II&HH}I.




Crarng 13
Paperoenme cliopoB

1. Jiobrie criopsl Mexkay CTopoHAMH OTHOCHTENRHO TOIKOBAHWS KN TPHMEHEeHUI
nonowenwi Hactogmmero CornanieHus DaspelmaroTes NYTeM NEPerosopoB H KOHCYNBTAUM
MEXJTy KOMICTCHTHBIMH OpraHaMu H B CAydae HeOOXOMMMOCTH MO JHIUIOMATHIECKUM
KAHANAM.

2. B mepuon paperierva criopoB CTOpoHB! NPONODKAIOT BENIOMHATE BCE CBOU
oOs3arenserba 0 HacTogmeMy Cornameno.

Cramsa 14
WaMenermst

B pacrosuiee Cornamesnme MOIYT GniTh BHECCHH! HM3MEHEHHS IO R3AUMHOM
MHCHMEHHOH A0T0BOpeRHOCTH CTopoX.

Cratea 15
3ar0TATATLALIE BOA0SKENIS

1. Hacrosuee Corvariesue BeTYIAET B cuily 110 HeTedenmu 30 (Tpeauams) ngeit ¢ gat
IOMyaeHdd [0 AMDNOMATHYECKMM KAHaTAM FIOCTEIHETO IHMCHMEHHONO YBEAOMICHHS ¢
semonpesu  CTOpOHaMM  BHYTDHTOGYHAPCTREHHBIX DPOLENYpP, HeOOXOMMMBIX MOAX  ero
BCTYIUICHHS B CHILY.

2. Hacrosmuee Cornamenue 2airrodactcs Ha HeOIPEEeHBRIR CpoK.

3. Kawnaa uz CTOpOH MOkeT HpEKpaTHTh BefAcTae Hacrosmero Cornamenas myTeM
HAIpABIEHAS 110 JUILIOMATIHYEcK:M KaBanaM npyroli (CTOPoHe MHCEMEHHOTC YBEIOMICHHS 0
CROeM HAMEPEHMH TIpEKpaTHThL ero JaedcTBme. B 3TOM Cifydae [eHCTBHE HacTOALIETo
CornallleHys TIpexpatiaerca 0o ACTCHCHHH 6 (IIecTH) MECALEB ¢ Jarthl INOJYYeHHS TAKOm
YBENOMIIEHMSL.

4. B cUyuae npexpamienus AeHCTBEs Hactoallero CornalieHHs B OTHOWICHHW
cexpeTHo¥ HEQOpMALIAY IPOJODKAIOT IPUMERATLCS MEPH 1O e 3alIMTe, IPEAYCMOTPEHHbIC
nacrosuy CornamieHueM, L0 Tex Nop Toka 27a HHpopMarmud me Oyner paccexpeuesa B
YCTAHOBIEHHOM TIOPAJIKE.

Copepmieno B Mockee aprycta 2008 rofa B ABYX 3K3EMIUIAPAX, KaXKIBH Ha
TOPTYTANLCKOM, PYCCKOM H AHPIMHCKOM S3RIKaX, NPUUEM BCE TEKCTHE HMEIOT OfFfHAKOBYIO
cuny. B cayuae pasHOrmacuil B TonKeBarHH Hacrosmero Cornalnesps npeatouTeHe OTaCTes
TeXCTY HA AHTITHHCKOM A3BIKE. 7
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AGREEMENT BETWEEN THE GOVERNMENT OF THE FEDERATIVE REPUBLIC

OF BRAZIL AND THE GOVERNMENT OF THE RUSSIAN FEDERATION ON
MUTUAL PROTECTION OF CLASSIFIED INFORMATION

The Government of the Federative Republic of Brazil

and

The Government of the Russian Federation
(Hereinafter referred to as “the Parties™),

Recognizing the mutual interest to ensure the protection of classified information
exchanged within the framework of political, military-technical, economic and other cooperation,
in accordance with the respective legislations of the Federative Republic of Brazil and the Russian
Federation,

Have agreed as follows:

Article 1
Diefinitions

For the purpose of the present Agreement:

a) “Classified Information™ means any data, regardless of its form, protected in
accordance with the respective legislations of the Russian Federation and the
Federative Republic of Brazil, transferred or received under the terms set forth
in the present Agreement, unauthorized access to or dissemination of which
might damage the security or the interests of the Russian Federation or the
Federative Republic of Brazil;

by “Classified Information Carriers” means material objects, including physical
fields, in which classified information is expressed in the form of symbols, images.
signals, techmical solutions, and processes:

¢) “Classificanon Mark” means the marking, put on a camier itself or on its
accompanying documentaton, showing a level of secrecy of the information
contained in 118 carrier;
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The Federative Republic of Brazil

d)

€)

f)

g)

h)

“Qecurity Clearance for the Access to Classified Information” means

authorization for access to classified information provided to individuals or
organizations;

“Authorized Organizations’ means governmental bodies or other organizations
authorized by the Parties to transfer, receive, store, protect and use classified
information;

“Contract”™ means an agreement concluded between authorized organizations
providing for transfer of classified information in the course of cooperation;

“Transferring Party” means the Party that transfers classified information to the
other Party;

“Receiving Party” means the Party to which classified information is
transferred.

Article 2
Competent Authorities

L, The competent authorities responsible for the implemeniation of the present
Agreement (hereinafter referred to as “the Competent Authorities™) are as follows:

in the Federative Republic of Brazil, the Institutional Security Cabinet of the
Presidency of the Federative Republic of Brazil and

in the Russian Federaticn, the Federal Security Service of the Russian
Federation.

. The Parties shall immediately notify each other, through diplomatc channels, of
any changes in their respective competent authorities.

Article 3
Comparabifity of Levels of Secrecy

The Parties agree that the following levels of secrecy are comparable:

The Russian Federation

SECRETO (Secret) Cosepinenso cexpetso ( Top Secret)
CONFIDENCIAL (Confidential) Cexperno (Secret)
Article 4

Protection of Classified Information

k. The Parties, in accordance with the respective legislations of the Federative
Republic of Brazil and the Russian Federation, shall:

a) ensure the protection of classified information;




b} apply with regard to classified information the same measures of protection as
those applied to their own classified information of comparable leve]l of
secrecy, in accordance with Article 3 of the present Agreement;

c) use the classified information received from an authorized organization of the
other Party solely for the purposes for which it was transferred;

d) not grant access to classified information to a third party without a prior written
consent of the Transferring Party.

2. Access to classified information shall be granted only to those individuals, to
whom the knowledge of this information is necessary to fulfill their service duties for the

purposes of which it was transferred and who have been granted an appropriate security clearance
for access to classified information.

Article 5
Transfer of Classified Information

1. If an authorized organization of a Party intends to transfer classified information to
an authorized organization of the other Party, it shall first request the competent authority of its
own Party for a written confirmation of the other Party’s organization appropriate security
clearance for access to classified information.

2 The competent authority of a Party shall request the competent authority of the
other Party for a written confirmation of that Party’s organization appropriate security clearance
for access to classified information.

3 In every specific case, the decision to transfer classified information shall be made
in accordance with the respective legislation of the Federative Republic of Brazil or the Russian
Federation.

4, Classified information carriers shall be transferred through diplomatic channels or
by other methods agreed upon by the Parties. The authorized organization of the Receiving Party
shall confirm the receipt of classified information.

5 In order to transfer classified information carmers of large volume. the competent
authorities shall agree upon the method and route of transportation, as well as on the form of
:f-‘.cnr’nng.

fi. Classified information may be transmitted through protected techmical means
agreed upon by the competent authoritics of the Parties.

Article &
Handling of Classified Information

After receiving classified information carriers, the authorized organization
:-apmmhie for the receipt shall additionally mark them with the classification mark corresponding
t the comparable level of secrecy as defined in Article 3 of the present Agreement

il




2 A requirement for classification marking shall apply to the carriers of classified
information resulting from translation, copying or reproduction.

A The classified information generated on the basis of the classified information
received from the other Party shall have a level of secrecy not inferior to that of the classified
information received.

q, (Classified information shall be handled in accordance with the requirements
provided for in the respective legislations of the Federative Republic of Brazil and the Russian
Federation,

3 (Classified information carriers shall be returned or destroyed with the Wwritten
permission of the authorized organization of the Transferring Party.

6. Destruction of classified information carriers shall be documented and the process
of destruction shall exclude any possibility of reproduction or restoration of the information.

=4

The authorized organization of the Transferring Party shall be informed in writing
abﬂl!! the return or destruction of classified informanon camiers.

3 The classification mark of the classified information carriers received may only he
altered by an authorized organization of the Receiving Party with the written permission of an
authorized organization of the Transferring Party.

9. An authorized organization of the Transferring Party shall notify an authorized
orpanization of the Receiving Party in writing of any alterations of a level of secrecy of classified
information,

Article 7
(‘onlracts

Contracts concluded by authorized organzatons shall include a specific section
containing the following items:

a) a list of classified information and its levels of secrecy:
hi details on protection and handling of classified information carriers;

¢} procedures of sertling the disputes related fo handling classified information.
that may occur in the course of the implementation of s contract:

dj procedures of reimburscmient af @ passible damage resulting from unauzharr,_mj
dissemination of classilied information.

S !
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Article 8
Visits

1. Visits of representatives of an authorized organization of one Party envisaging their
access to the classified information shall be subject to the previous written autherization, granted

by the competent authority of the other Party after consulting the organization to be visited. The
authorization for such a visit shall be granted only to the individuals specified in paragraph 2 of
Article 4 of the present Agreement.

2. A request concerning the possibility of a visit shall be submtted by the competent
authority of the visiting Party to the competent authority of the hosting Party at least 30 days prior
to the proposed date of the visit.

4, The competent authority of the hosting Party shall notify the mmpetent authonty
of the visiting Party upon the results of an approval process at least 10 days prior to the proposed
date of a visit.

4, The request for a proposed visit shall be prepared in accordance with the respective
legistations of the Federative Republic of Brazil and the Russian Federation and shall specify the

following:

a) visitor's last name, first name, patronymic, date and place of birth, citizenship,
passport number, occupation or official position, place of employment and level
of his/her security clearance for access to classified information:

b) proposed periods of the visit, official name and address of an authorized
organization to be visited, as well as the last name, first name, patronymic and
official position of an individual to be visited:

¢) purpose of and grounds for the visit, as well as the nature of the subjects to be
discussed.

;) During the visit, the representatives of an authorized organization of the visiting
Party shall comply with the rules of handling the classified information of the hosting Party.

Article 9
Violation of Requirements Concerning Protection of Classified Information

Any violation of the qumrement% concerning the - protection of classified
rlinn nation that resulted or might result in unauthonized access to or dissemination of classified
information. identified by an authorized crganization or the competent authority of one of the
Parties shall be immediately reported to the competent authority of the other Party.




2. The competent authority of the Party that reported a violation shall conduct an
investigation of the incident and inform the other Party’s competent authority on the results of
such an investigation and the appropriate corrective measures taken.

3 Procedures of reimbursement of the damage resulting from violation of the
requirements concerning the protection of classified information shall be defined in each specific
case, as agreed upon between the authorized organizations and, when necessary, with the
participation of the competent authorities of the Parties.

Article 10
Costs

Each Party shall bear its own cests related to the implementation of the preser:
Apreement.

Article 11
Consultations

The competent authorities for the purposes of the implementation of the present
Agreement shall hold consultations, when so requested by one of them.

Article 12
Relation to Other Agreements

Provisions concerning the protection of classified information set forth in other
agreements or arrangements concluded between the Parties, as well as between the competent
authorities and authorized organizations of the Parties, shall be applied. provided that they are not
contradictory to the provisions of the present Agreement.

Article 13
Disputes Settlement

i. Any disputes regarding the interpretation and application of the provisions of the
present Agreement that may occur between the Parties. shall be settled by way of negotiations and
-onsultations between the competent authorities and, when necessary. through diplomatic
channels.

-
<

L While settling disputes. the Parties shall continue to fulfill all their obligations
under the present Agreement.

Article 14
Amendments

The present Agreement may be amended by mutual written consent of the Paries,




Article 15
Final Provisions

L The present Agreement shall enter into force 30 (thirty) days after the date of
-eceipt through diplomatic channels of the last written notification of fulfillment by the Parties of
the internal procedures required for its entry into force.

P The present Agreement shall be valid for an indefinite period.

3. Each of the Parties may terminate the present Agreement by sending to the other
Party, through diplomatic channels, a written notification of the intention to terminate its effect. In
this case, the present Agreement shall be terminated 6 (six) months after the date of the receipt of
such a notification.

o

4, In case of termination of the present Agreement, the measures of protection of
classified information provided for under the present Agreement shall remain applicable, unless this
information is declassified in accordance with the established procedure.

"' . _E ':—-Ii-:"-"; - " o e,
Done in (C‘ . om this { ,?" day of A Lt F 2008 in two original

copies, in Portuguese. Russian and English each, all being equally authentic. In case of any
discrepancies in the interpretation of the present Agreement, the English text shall prevail.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF THE
FEDERATIVE REPUBLIC RUSSIAN FEDERATION
OF BRAZIL
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